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BIEN CHE E-HO SO MOI THAU

Hb so E-HSMT: Géi thau 3: Cung cép, lap dit, cdu hinh phén cing va phin mém
thudc Dy an: “Trang bi giai phap bdo mat mang OT: VPN, kiém soat truy cap (NAC) va
xé4c thyc da nhan t6 cho Trung tdm Piéu hanh SCADA” dugc bién ché thanh céc tap nhu
sau:

TAP 1: HO SO THUONG MAI

TAP 2: CHI DAN KY THUAT VAT TU THIET BI

P e P



Pic tinh k§ thuit Dy an du tw: “Trang bi giai phap bio mit mang OT: VPN, kiém
soat truy cip (NAC) va xac thwe da nhan to cho Trung tim Diéu hanh SCADA”

II.

Muc ti€u:

Pam bao phi hop v6i cac tiéu chuan qudc gia, ticu chudn quéc té, cling nhu
cac quy dinh hién hanh cia cac B9 nganh va Tép doan Dién luc Viét Nam.
Pam bao san phdm lua chon c6 cong nghé phu hop, kha nang bio mat, an
toan thong tin, 6n dinh va tin cdy cho hé théng van hanh thong sudt (24/24)
phuc vu hoat déng diéu hanh san xuét, kinh doanh trong toan EVNSPC.
Thuan lgi cho cong tac mua sdm dam bao tinh minh bach, canh tranh khi
Téng coéng ty giao cho Pon vi quan ly dy an thuc hién theo phin cip va
thudn loi trong hoat déng kiém tra, giam sat ciia Tong cong ty.

Cac ndi dung vé tiéu chuan sian xuat, thir nghiém, tiéu chuan twong dwong va

diéu kién 1am viéc ciia thiét bi:

1. Tiéu chuén san xuit, thir nghiém va cac tiéu chuén lién quan:
T4t ca hang hoa va thiét bi duoc cung cip theo dac tinh k¥ thuat nay phai tuin
theo cac phién ban Ticu chuan quéc t&€ mai nhét trir khi ¢6 nhiing quy dinh khac
dugc Nguoi mua chép nhén.

Céc tiéu chuan quoc té bao gdm:

ITU-T - International Telecommunication Union - Telecommunications
Standardization Sector - (Tiéu chudn vé vién théng cta Lién minh Vién
théng Qudc té);

IEC (International Electro-technical Commission);

ISO (International Standard Organization);

IEEE (Institute of Electrical and Electronics Engineers);

EN (Tiéu chudn chiu Au, nhém vién théng ) cua Vién tiéu chuin Vién théng
Chau Au (viét tt 1a ETSI);

Tiéu chuan EMI/EMC (Electromagnetic Interference/Electromagnetic
Compatibility).

2. Tiéu chuén ap dung d6i véi Trang bi giai phap bao mat mang OT:

Can cir Quyét dinh sb 279/QD-HDTV ngay 27/10/2025 ctia Tong cong ty
Pién luc mién Nam vé viéc phé duyét dac tinh k§ thuat dau tu dyu an “Trang
bi giai phap bao mat mang OT: VPN, kiém soat truy cap (NAC) va x4c thuc
da nhén t6 cho Trung tdm Piéu hanh SCADA”.

Tiéu chuan cua May chu:

FCC: Tuyén bd Hop chuin FCC hay con goi 1a chitng chi FCC, tiéu chuén
FCC (Federal Communications Commission)1a mét ddu chimg nhan ap
dung cho céic san phém dién tir san Xuét hoac ban tai My, chirng nhéan réng
su nhidu dong dién tir tir thiét bi khong vugt qua gioi han ma Uy ban Truyén
thong Lién bang My chép thuan.

UL: Tiéu chudn UL 12 mdt chimg nh4n va kiém nghiém chét luong khét khe
nhét hién nay cta cdc san phdm trudc khi duoc luu hanh trén thi truong. —
UL 12 mét t6 chirc kiém nghiém Thir 3 duoc cip phép bai chinh phii Mv.
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HI.

hoat dong danh gia cua ho khong vi loi ich cua td chirc, ciing khong vi loi
ich tai chinh d6i véi san pham.

- CB: Chuong trinh CB la mdt chuong trinh quéc té do Uy ban qudc té vé
thiét bi dién (IECEE) tao ra va dua trén su chép nhén két qua kiém tra vé an
toan san phim gitra cdc phong thi nghiém tham gia va céc t6 chirc chung
nhén trén toan thé gigi.

- RoHS2: RoHS 2.0 14 tiéu chuin yéu ciu han ché str dung mot s6 chat doc
hai trong thiét bi dién va dién t&r dugc Lién minh EU ban hanh nam 2013,
stra d6i va mo rong pham vi sir dung ctia phién ban RoHS 1.0 (2002).

- IPv6: IPv6 la giao thirc thé hé tiép theo dugc Internet sir dung. Ngoai viée
giai quyét cac han ché v& dia chi ctia IPv4, IPv6 c6 mot s6 loi ich vé& bao mat
va nhiéu moi truong dang tién téi viéc ap dung IPv6.

. Tiéu chuan ciia Thiét bi cAp nhit co sé dir liéu tap trung offline:

- ISO/IEC 27001: Hé théng quan ly an toan théng tin.

- ISO/IEC 15408 (Common Criteria): Tiéu chuan danh gia an toan CNTT, ap
dung cho VPN, gateway, IPS/IDS.

- FIPS 140-2/3: Chuan ma héa mat ma (ctia NIST, Hoa Ky).

- RFC/IETF: Cac giao thitc mang (IPSec, SSL/TLS, SNMP, Syslog).

. Tiéu chuan cia Phin mém quan tri tip trung va Phin mém quin tri tip

trung:

- ISO/IEC 27001: Hé théng quan 1y an toan thdng tin.

- ISO/IEC 15408 (Common Criteria): Tiéu chudn danh gia an toan CNTT, ap
dung choVPN, gateway, IPS/IDS.

- FIPS 140-2/3: Chuin m4 hoa mat ma (cia NIST, Hoa Ky).

- RFC/ETF: Céc giao thirc mang (IPSec, SSL/TLS, SNMP, Syslog).

- ISO/IEC 20000: Quan ly dich vu CNTT (ap dung cho phdn mém quan tri tap
trung).

. Quy dinh vé tiéu chuén twong dwong:

- Céc tiéu chudn khac nhu tiéu chuén qudc gia/khu vuc hodc tiéu chuin riéng
clia nha san xudt c6 thé duoc chép nhén véi diéu kién cac tiéu chudn do dam
b4o duge tinh twong duong hodc cao hon (iéu chudn qude (€ néu (rén. Chi
tiét vé sy khic biét tiéu chuidn anh huong dén thiét ké hodc hidu suit cia
thiét bi phai dugc néu trong hd so dy thiu va Nha thau phai kém theo bién
ban thit nghiém dién hinh do mot phong thir nghiém doc 1ap dé chimg minh
kha ndng lam viéc clia thiét bi. Ngoai ra, nha thau phai ndp mot ban sao cua
cac tiéu chuan lién quan nay bang tiéng Anh.

. Diéu kién lam viéc cia thiét bi :

- Tiéu chuin tram bién &p: IEC 61000-6-5 hoic IEC 61850-3 hoic IEEE
1613 hodc IEC 61000-6-2; Truong hop chi dap tng IEC 61000-6-2 thi can
c¢6 phuong an che chin, cach ly cach ngudn nhiéu dién tir.

Cac ndi dung vé ky thuit cong nghé, dinh hwong ciia EVNSPC va mé hinh hé
thong:

. K¥ thuat cong nghé: L
et



Xay dung tiéu chi ddnh gia dp dung cho Dac tinh ky thudt du an: “Trang bi giai
phap bao mat mang OT: VPN, kiém soat truy cdp (NAC) va xac thuc da nhan t6
cho Trung tam Diéu hanh SCADA”, 1am can ctr cho viéc trién khai du 4n lién
quan nham:

- Giai phap k¥ thuat cong nghé & hd so Thiét ké chi tiét — Dy toan bam sat va
phu hop véi thiét ké co s& duge duyét tai Can cir Quyét dinh s6 2947/QD-
EVNSPC ngay 10/09/2025 ciia Téng cong ty Dién lyc mién Nam v& viéc
phé duyét du 4an: “Trang bi giai phap bao mat mang OT: VPN, kiém soat
truy cap (NAC) va xé4c thyc da nhan té cho Trung tim Diéu hanh SCADA”.

- Cac giai phap k§ thuat cong nghé dugc vién din dé tham chiéu, dé xuét ap
dung phai 1a cac giai phap da dugc ching thye van hanh hiéu qué trong thuc
té, c6 diéu kién ap dung la twong dong vai didu kién dy kién s& trién khai.

- Céc thanh phén cdu thanh cta giai phap nhu san pham, dich vu, doi ngii lién
quan (k¥ thuat, tu van...) la d& dang lién hé, sin sang cao tai Viét Nam dé c¢o
thé dam bao giai phap la kha thi tai Téng cong ty Dién luc mién Nam

2. Dinh hwéng cia EVNSPC:
Tiéu chi k§ thuat phiu hop Quyét dinh s 211/QD-HPTV ngay 13/11/2024 cua
Téng cong ty Dién lyc mién Nam v& viéc Ban hanh “Quy dinh Déc tinh k¥ thuat vat tu
thiét bi sir dung cho duong day va tram bién 4p 110kV trong Tdng cong ty Dién hre mién

39

Nam”.

IV. Danh muc vit tw thiét bi:

TT Danh muc Pon vi tinh | S6 hrgng

I | Phan citng

Thiét bi két ndi ZTNA cai dit tai cac OCC tinh:

->05 cbng GE RJ45; 8 (4 tinh 2
1 | - Dich vy béo hanh phan cimg 03 nam. Bo thiét bj

- Dich vu hd trg k¥ thuat chinh hang 24/7 tbi thiéu HA)

03 nam

May Chi vat l_)" dé cai dat phf"in l'ni-‘nT'quﬁn ly tap |

trung tai MCC va BCC:
04 (2 may
- CPU: Dual CPU >20 Core;
chu tai
- RAM: > 256 GB;
2 Bo MCC + 2

- O ctng: > 3 TB;
may chu tai

BCC)

- Dich vu bao hanh phén ctng 03 nim.
- Dich vu hd trg k§ thuat chinh hing 24/7 ti thiéu

03 nam

iy ks
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Danh muc

Pon vi tinh |

| S6 ll;g'ng

Thiét bi chuyén macil dat tz_ii_MCC va BCC:
- > 24 cbng dong;

->04 céng quang uplink 1G;

04 (2 thiét

3 | -HJ trg cAu hinh hoat dong & Layer2 va Layer3; Bo bitai MCC
- Dich vu bao hanh phén cung 03 nam. " 2 thict by
. , , ta1 BCC)
- Dich vu ho tr¢ k§ thuét chinh hang 24/7 toi thieu
03 nam.
II | Phin mém : i
" | Phin mém o hoa may chia: R 1160 (tlro_ng l
- Ban quyén phan mém 4o hoa mday chu trong 03 duong cdu
ndm cho toan bo sé CPU cia hang muc 1.2.May hinh 4 may
1 | Chu vat ly dé cai dat phan mém quan 1y tdp trung | Core/License | chu vét Iy
tai MCC déu tu theo du 4n nay; vdi 40 core
- Dich vu hd tro k§ thuét chinh héng 24/7 t6i thiéu license mdi
03 ndm may)
Phin mém Zero Trust phuc vu phian vung va
kiém soat phan viing cho mang OCC va TBA:
- Bao gém day du cac tinh nang VPN:
+ Tinh nang VPN SSL va Ipsec;
+ Tinh nang tw dong két ndi lai VPN; 125
+ Tinh nang Split Tunneling. (Bao gdm
- Bao gdm day du cac tinh nang Zero Trust Network 121 phén
5 | Access (ZTNA): - Bo/License vung
+ Tinh nang Zero Trust Network Access (ZTNA); mang TBA
+ Tinh nang chinh séach truy cap dong; va 4 phan
+ Tinh néing kiém tra tinh trang thiét bi; vung mang
+ I'inh ndng bao mat ung dung. 0CC)
- License cho hé théng hd tro két ndi thiét bi dau
cudi (bao gdm ca may chi va mdy tram).
- Dich vu danh gia hé théng hang nam trong vong 3
nam. Ban quvén c6 gia tri 3 nam. Trong trwdong hop | |
- ‘,L/{



TT |

Danh muc

| hét han license hé théng hoat dong binh thudng véi

tinh nang bi gidi han.

- Dich vu hd tro k§ thuat chinh hang 24/7 téi thiéu

03 nam

' Ban quyén phm Zero Trusthngu’(‘)’i dung

va quan tri vién:

- License hd trg quan ly két ndi cho nguoi dung thiét
bi két néi ZTNA va thiét bj trung tAm ZTNA.

- Dich vu dénh gia hé théng hang nam trong vong 3
nam. Ban quyén c¢6 gia tri 3 nim. Trong trudng hop
hét han license hé thong hoat dong binh thuong véi
tinh ndng bi gidi han.

- Dich vu hd tro k§ thuét chinh hing 24/7 t6i thiéu

03 nam

ITI

| Pon vi tinh

Séi&qng

Bd/License

28
(Bao gdm
16 tai cac
OCC, 6 tai

MCC, va 6
tai BCC)

Dich vu

| - Dich vu 1ap dat, cAu hinh, tich hop, 16i wu toan bo

hé théng theo dang chia khéa trao tay "Turn key"
cho phin mém 4o hoa va giai phap ZTNA.

- Bao gbm ddy dua cac phu kién, vét tu dé trién khai,
lap dat;

- Bién soan quy trinh van hanh sao lwu, phuc hdi va
ng ctru hé thng;

- Ho tro xay. dung chinh sich bio mat va phan
quyén va cai dit hé théng theo chinh sach da
xay dung truy nhdp mang theo diing chu truong
ctia EVN va so d6 t6 chie cia EVNSPC

- Pao tao huéng dan sir dung giai phap

V.
1.

Yéu ciu k§ thuit va tiéu chi danh gia

Yéu ciu ky thuit:

Goi

01




I.  YEU CAU VE DAC TiNH KY THUAT
ST et - - ey e
T Dic tinh ky thuat Mo ta yéu cau chi tiét
I | Phan cimg "
1 | Thiét bi may chi T =
‘Mihiéu | Nha thiu khai bao ]
Nha sén xuét ‘Nha thiu khai bao o __
E > 2 x Intel Xeon Silver 4416+ 2G, 20C/40T, 16GT/s, 37.5M
Bo vi xur li 8
L Cache hoéc twong duong -
L > 8 x 32GB DDRS RDIMM hodc tuong duong -
a8 1R Advanced ECC
Bd nho hé thong laaSpae ) -
C6 san 24 khe cam DIMM |
> 2 x 480GB SSD SATA Read Intensive 6Gbps IHot Plug hodc |
Luu triv tvong duong B B
- ‘ _ >3 x 1.2TB SAS 12Gbps 10K RPM Hot Plug HDD
53 di€ukhién au | p ATD Card 8GB Cache hi trg RAID 0,1,5,10
| Gard-mang > 04 port 1GBase T ‘
L i > 02 port 10G SFP+ (dd bao gom module)
Khai dong hé diéu | May chi c6 tuy chon st dung thanh phan luu trit ti wu cho
hanh (Boot khoi dong Boot Optimized Storage Solution - BOSS véi > 02 b
Storage) M.2 SSD
> 01 x RJ-45
2 LA > 01 x USB,
Cong két noi > 01 x VGA,
> (01 cong quan tri micro-USB hodc twong duwong
Tich hop sin thanh phan chita cdc cdng cu quén tri cho phép
Quan tri cdu hinh, cap nhat firrmware, trién khai HDH, gidm sat tinh
| trang may chu B
TPM 1.2/2.0: Pap tng tidu chuan bao mat Trusted Platform
| Tinh ndng bao mat | Module 2.0
- Secure Boot: Chirc ndng khéi dong an toan
Nguon | >2 nguén Internal (PSU), hot-plugged and redundant
Quat > 6 quat, hot-plugged and redundant B
Hé diéu hanh ho , . 3
o Windows Server, Linux hodc twong dwong
T Dich vu bdo hanh chinh hang tr nha san xuat téi thiéu 36
Bdao hanh ,
thang. -
HB tro kg thudt Dich vu hd tro k§ thudt 24x7 tir chinh hang san xuét t6i thicu
36 thang. |
2 | May tinh cong nghiép

M3 hiéu

Nha thau khai bao

Nha san xuat

Nha thau khai bao

| BA vixir ¥

> Intel® F3845 CPUI hoiic tiromg dirome

7



Pac tinh ky thuat

MO ti yéu céu chi tiét

B6 nhd hé thong

| Luu triy

Cong giao t_iép

| > 1x8GB DDR3L SO-DIMM hodc teong duong
| > 64GB SSD hodc tvong duong

>1x VGA

>5x 10/100/1000 Base T

> 2 x GbE SFP (di bao gdm module)
>1xUSB

>1x RS-232

Béo hanh
HO trg k¥ thuat

Dich vu bao hanh chinh hang tir nha san xudt tHi thleu 03 nam.
Dich vu hd trg k§ thuft 24x7 tir chinh hang san xudt t6i thicu
03 nam.

3 | Thiét bj chuyén mach —r
M4 hiéu Nha thiu khai bao )
Nha sdn xuit Nha thau khai bao -
| Cong giao tiép > 24 cong RJ-45 B
ConETupins > 04 x 10G SFP+ (di bao gdm modulc)
| quang
dcél;g ning hoat 0 trg cAu hinh va van hanh & ca Layer 2 va Layer 3
Bao hanh Dich vu bao hanh chinh héing tir nha san xuét t6i thiéu 03 nam.
H tro ky thudt Dich vu hd tro ky thut 24x7 tir chinh hing san xuét toi thiéu
03 nam.
II | Phin mém
1 | Phian mém do héa may chii
| Mi hiéu Nha thau khai béo
| Nha sé&n xuat Nha thau khai bao
Ban qu\*c,n phan mém ao hoa méy chu t6i thiéu 03 nam cho
Ban quyén phan toan b s6 CPU cua hang muc 1.2. May chu vit ly dé cai dat
mém phin mém quan ly tap trung tai MCC va BCC dau tu theo du
an nay;
Bio hanh va dich | Dich vu bao hanh va ho trg k§ thuat 24/7 chinh hing t6i thiéu
vu hd (ro 03 nam.
2 | Phin mém Zero Trust phuc vy phan ving va kiém sodt phin viing mang

M3 hiéu

Nha thau khai béo

Nha san xuat

Nha thau khai bao

Tiéu chuan

S6 lugng license

Ma hoa

Kiém tra
thai thiét bi

trang

— 4

Truy cép VPN
thong qua nhiéu
oian thirc mane

Giai phap truy cdp an toan phai tuén thu tai liéu dic td mo hinh |
ZTNA cua NIST SP 800-207 hoac tuong duong

> 125 Licenses

T4t ca cac giao tiép gitra cac thanh phan hé théng phai dugc
ma hoa bang AES 256-bit hodc tuong duong.

Thuc hién kidm tra trang thai thiét bi cua nguoi dung cudi
trude khi cho phép két ndi dén tai nguyén hé thong dugc bio
vé (ching han nhu loai thiét bi, phién ban hé diéu hanh, dia chi
1P, dia ch1 MAC) I
Co quyén truy cap dugc bao vé t6i cac dich st dung nhiéu glao

thitc mang TCP, UDP, TLS/SSL.

| Tinh ning tir déng két ndi lai VPN

N

v



10

Mo ta yéu cau chi tiét

Tinh nang Sp]ll Tunneling

Cung cap quyén kiém soat gitta cac thiét bi ma khong can cai
dat agent.

-Quén ly truy cép
dong

Quan tri

Céau hinh va quan
ly

[ ey il
ST | P3c tinh k§ thuat
T -
Agentless
, Chan két ndi
Ghi  log ding
nhdp, quyén truy
cap (duge cép
hodc tir cho1)
Xac thyc da yéu tb
truy cap

Tuén tha kién truc Zero Trust, mic dinh chin toan bd két 1 nm
dén va di inbound outbound tai thiét bi, bao gdm ca két ndi

| Internet. Chi mé két ni cho cac policy da duge khai bao.

- Ghi log dang nhdp cua ngudi dung vao hé thng theo tai |
khoan dinh danh nguoi dung.
- Ghi log tir chdi truy cdp vao hé thong theo tai khoan dinh
danh nguoi dung

- Xéc thyc da yéu tn truy cép cho quan tri hé thong ZTNA.

- Xé4c thuc da yéu td truy cip cua ngudi dung cubdi vao hé
111011L .
Quan ly truy cap dong dua tren cac chinh sach: thoi gian, h¢

diéu hanh, cling nhu cho phép ciu hinh céc tham so nay

Hb tr¢g phan quyen quan tri vién theo vai tro, moi quan tri_chi
duoc xem/quan li doi tuong dugc phép

C6 kha ning c4u hinh va quan ly thong qua 1énh goi API

Két hop véi cac
cong cu khac trén
thiét bi cia nguoi
dung cudi

C6 kha nang tich hop va kiém tra tinh trang an toan cia may
ngudi dung (endpoint) thong qua cac cdng cu bdo mét ¢6 san
trén thiét bi (nhu Kaspersky, Defender, CrowdStrike...)

va hd trg k¥ thuat

Xac thyc qua AD | Giai phép phai xac thwe qua AD
Kha ndng md rong | C6 kha ndng m¢ rong -
Tridn khai Thanh phén quan tri cia giai phap c6 thé dugc trien khai hoan
! toan trén nhiing nén tang ao héa: VMWare, Hyper-V. v.v

Thi han ban Ban quyén c6 gia tri {6i thicu 03 nam. Trong trudng hop hét

A han license hé thong hoat dong binh thuong véi tinh néng bi
quyén e

| gi6i han. B

D} . b ddnh gid Dich vu dénh gia hé thdng hang ndm trong ti thiéu 03 nam.
hé¢ thong _
Dich vu bao hanh | Dich vu bao hanh va hd trg k¥ thuat chinh hang 24x7 t6i thiéu

03 nam.

Ban quyén phan mém Zero Trust cho ngudi ding va quén tri vién

Nha san xuat

Cung nha san xuét ctia Phan mém Zero Trust phuc vu phéan
ving va kiém soat phén viing mang

S6 lwong ban
quyén

Yéu cau

> 28 License, hd tro quan 1y két ndi cho ngudi dung thiét bj két
ndi ZTNA va thiét bi trung tim ZTNA

C6 kha nang dugc cai dat thong qua cac phuong phap phéin
phéi phan mém thong dung nhur tai xudng tir Internet, Apple
store, Google play.

Thdj han ban
quyén

Ban quyén c6 gla tri tbi thiéu 03 nam. Trong truong hop hét
han license hé théng hoat dong binh thuong v6i tinh ning bi
gidi han.

Dich vu danh gia
| h¢ thong

Dichi vu danh gia hi¢ thong hiang ndam wong (01 thicu 03 nanu.




ST

Pic tinh ky thuét |

11

Mo ta yéu ciu chi tiét

' Dich vu bao hanh
va hd trg ky thudt | 03 nam.

111

Goi tnen khai, dao tao bao g_(;a

Dich vu bao hanh va hd tro k§ thuat chinh hang 24x7 (i thicu

Trién khai

Xay dung quy
trinh

Kiém tra nghiém
thu

EVNSPC va cai dat hé thong theo chinh sach da xay dung.

Tmn khai thuc hién du an theo dang chia khoéa trao tay “turn
|\ l.\

Trién khai lap dat, cai dat, ciu hinh, tich hgp toan b cac thidt
bi cua du an

Trién khai cai dat, cau hinh, tich hgp cac cac hé théng hién hitu ¢6
lién quan dé van hanh theo mé hinh MCC — BCC - OCC -
 TBA

Hb tro xay dung chinh sach bao mat va phan quyen truy nhap
mang theo dung chu truong cia EVN. so dd t6 chuc cna

X4y dung quy trinh van hanh MCC — BCC - OCC - TBA cho
hé thong

Xay dyng quy trinh van hanh sao luu, phuc hoi va tng ciru hé
thong _
Kiém tra nghiém thu du 4n va mo hinh van hanh MCC — BCC
- OCC - TBA

Vit tu phu kién

Cung cip d%ﬁy du cac vat tu, phu kién dé trién khai lejlp dat hoan
chinh h¢ thong

bao tao

bao tao huéng dan s dung va chuyén giao cong nghe, thoi
gian dao tao t6i thiéu 05 ngay cho 10 ngudi, dia diém dao tao
trong nudc theo chi dinh cia EVNSPC.
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II. TIEU CHi PANH GIA VE MAT KY THUAT
S Panh gia
Diéc tinh ky T —t" Chap
;}: thuat Mo ta yéu cau chi tiet Pat nhan Khong dat
duge
1| Phin citng
| 1 | Thiét bi may chi B ) i
Nhu yéu cdu Nha thau
Ma hiéu Nha thau khai béo khong khai
) - | bao
Nhu yéu ciu Nha thau
Nha san xudt | Nha thau khai bao khong khai
L bao
‘ Khéng nhu
> 2 x Intel Xeon Silver 4416+ Nl}u s (€6 yeueau -
Bovixirli | 2G,20C/40T, 16GT/s, 37.5M | Vien dan (Rhong vien
Cache hoic tuong duong chuong, trangi dan chuong,
muc tham chiéu) trang, muc
. tham chiéu)
Khong nhu
Nhu yéu cau (Co yéu cau
> 8 x 32GB DDRS RDIMM | vién dan (Khong  vién
hodc trong duong chuong, trang, dan  chuong,
muc tham chiéu) trang, muc
B - tham chiéu)
Khong nhu
Nhu yéu cu (Co yéu cau
vién dan (Khon vién
aitivaneed ECC chuong, trang, dén %:hucmg,
muc tham chiéu) trang, muc
| BO nhé hé ) tham chiéu)
théng Khéong  nhu
Nhu yéu cau (C6 yéu cau
vién dan (Khong  vién
HOUSPALS chuong, trang, dan  chuong,
muc tham chiéu) trang, muc
| B tham chiéu)
Khong  nhu
Nhu yéu cdu (Co yéu ciu
Co sin 24 khe cim DIMM | V1<" dan (Khong vien
chuong, trang, dan chuong,
muc tham chiéu) trang, muc
o - - tham chiéu)
L et > 2 x 480GB SSD SATA | Nhu yéu ciu (Co Khong  nhu
- B Read Intensive 6Gbps Hot | vién dan yéu ciu




S | Pactinh ky |

14

B didu
khién luu tri

Card mang

Khai dong hé
diéu hanh
(Boot
Storage)

Cong ket noi

Quan tri

M@ ta yéu chu chi tiét Panh gia T
Plug hodc twong duong chuong, trang, (Khéng  vién
muc tham chiéu) dan  chuong,
trang,  muc
L B tham chicu) |
| . Khong nhu
Nhu yéu céu (Co yéu cau
>3 x 1.2TB SAS 12Gbps 10K | vién dan (Ighf)ng vién
RPM Hot Plug HDD chuong, trang, dan  chuong,
muc tham chiéu) trang, muc
B o tham chiéu)
‘ Khong nhu
Nhu yéu cau (Co yéu cau
RAID Card 8GB Cache ho trg | vién dan (Ighéng vién
RAID 0,1,5,10 chuong, trang, dan  chuong,
muc tham chiéu) trang,  muc
) ) tham chiéu)
Khong nhu
Nhu yéu céu (Co yéu cau
> 04 port 1G Base T S dan (Riore, i
chuong, trang, dan  chuong,
muc tham chiéu) trang,  muc
B tham chiéu)
‘ Khéng  nhu
Nhu yéu céu (Co yéu cau
> 02 port 10G SFP+ (da bao vién dan (Khong  vién
gom module) chuong, trang, dan  chuong,
muc tham chi€u) trang,  muc
tham chiéu)
Mady chu c6 tuy chon st dung A X . KAh ong nl;u
) A e Nhu yéu cau (Co yéu cau
thanh phan luu trit t6i wu cho | ., x . .
aa o .. vién dan (Khéng  vién
khaoi dong Boot Optimized x
! .. | chuong, trang, dan chuong,
Storage Solution - BOSS voi T {linsehicn) byl e
>026M.2 SSD - P ke
tham chiéu) |
> 01 x RI-45 o , KAhong nl}u'
Nhu yéu cau (Co yéu cau
> 01 x USB, " x ) -
vién dan (Khong  vién
> 01 x VGA, o
2 = a chuong, trang, dan chuong,
> 01 cong quén tri micro-USB
fio¥ie teng Sizong muc tham chicu) trang,  muc
' C= ) tham chiéu)
Tich hop sin thanh phan chira ™ . KP ong nl;u
q_ = o .| Nhu yé€u cau (Co yéu ciu
cac c¢ong cu quan tri cho phép | .. x n A
A s " A vién dan (Khong  vién
cau hinh, cép nhat firrmware, o — NE  chron
trien khai HDH, gidm séat tinh & i =
S ) Gl muc tham chiéu) trang,  muc
: tham chiéu)

y LT ’



 Dic tinh ky

| M@ ta yéu clu chi tiét

| Tinh nang
bao mat

Ngubn

TPM 1.2/2.0: Bap ung ti€u
chudn bao mat
Platform Module 2.0

Secure Boot: Chirc ndng khai
dong an toan

plugged and redundant

Quat

> 2 nguon Internal (PSU), hot- |

> 6 quat, hot-plugged and
redundant

tham chiéu)

Panh gia - |
| Khéng  nhu |
Nhu yéu cau (Co yéu clu
Trusted | Vi€ dan (I§h()ng vién
chuong, trang, dan  chuong,
muc tham chiéu) trang, muc
tham chiéu)
Khong nhu
Nhu yéu cau (Co yéu cAu
vién dan (Khoéng  vién
chuong, ftrang, ddn  chuong,
muc tham chiéu) trang, muc
tham chiéu)
Khong  nhu
Nhu yéu cau (Co yéu cau
vién dan (Khong  vién
chuong, trang, dan  chuong,
muc tham chiéu) trang, muc
tham chiéu)
Khong  nhu
Nhu yéu cu (Co yéu cau
vién dan (Khong vién
chuong, trang, dan  chuong,
muc tham chiéu) trang, muc

Khong  nhu
Nhu yéu cau (C6 yéu cau
Hé diéu hanh | Windows Server, Linux hodc | vién dan (Khoéng vién
hd trg twong duong chuong, trang, din  chuong,
muc tham chiéu) trang, muc
i tham chiéu)
Dich vu bao hanh chinh hang | Nhu yéu cau Khéng  nhu
Bao hanh tir nha san xudt toi thiéu 36 yéu cau
 thang. _ _
x s Dich vu hd tro k§ thuat 24x7 | Nhu yéu céu Khéng nhur
HO6 tro ky | ; B , e ~ X
thudt | tu'. ghmh hang san xuat toi yéu cau
i | thiéu 36 thang.
May tinh cong nghi¢p =i
Nhu yéu cau Nha thau
M3 hiéu Nha thau khai bao khong khai
B bao
Nhu yéu cau Nha thau
Nha san xuit | Nha thau khai bao khong khai
) bao
. |> Intel® E3845 CPU hodc | ¥ yéucau (€O Khong  nhu
Bovixuly fuong duong vién dan yéu cau
_ chuong. ftrang. | (Khoéng  vién

- LL.-

e




16

Dic tinh ky M3 ta yéu ciu chi tiét  Danh gia - |
muc tham chiéu) dan  chuong,
trang, muc
| _ | tham chiéu)
Khéng  nhu
' Nhu yéu cau (Co yéu cau
B6 nho hé |> 1xRGB DDR3I. SO-DIMM | vién dan (Khong  vién
théng hoac twong duong chuong, trang, dan  chuong,
muc tham chiéu) trang, muc
tham chiéu)
Khong nhu
Nhu yéu cau (Co yéu cau
N > 64GB SSD hodc twong | vién dan (Khoéng  vién
Luu trtv o
duong chuong, trang, dan  chuong,
muc tham chiéu) trang, muc ‘l
tham chiéu)
Cong giao >1x VGA Khoéng  nhu
tiép >5x 10/100/1000 Base T Nhu yéu cdu (Co yéu cau
> 2 x GbE SFP (da bao gdm | vién dan (Khoéng  vién
module) chuong, trang, dan chuong,
>1xUSB muc tham chiéu) trang, muc
> 1 x RS-232 | tham chiéu)
Dich vu bao hanh chinh hang | Nhu yéu ciu Khéng  nhu
Bao hanh tir nha san xuit t6i thiéu 03 yéu ciu
nam.
x 3 Dich vu hd tro k§ thut 24x7 | Nhu yéu cau Khéng nhu
Ho tro ky R , o : 5 myAYe ,\ i
thuat tu' (K:hmh himg san xuat to1 yéu cau
o thi¢u 03 nam.
Thiét bg__chuyén mach
Nhu yéu cau Nha thau
M3 hiéu Nha thau khai bao khong khai
| bao ___|
Nhu yéu cau Nha thau
| Nha san xudt | Nha thau khai bao khéng khai
- ) bdo
Khoéng nhu
Nhu yéu cu (Co yéu cau
CEmg giao > 24 cbng RJ-45 vién dan (I§h6ng vién
tiep chuong, trang, dan chuong,
muc tham chiéu) trang, muc
B tham @iéu‘)
Khong nhu
Nhu yéu cau (Co yéu cau
Cbng uplink | > 04 x 10G SFP+ (da bao gém | vién dan (Khong vién |
quang module) chuong, trang, dan chuong,
muc tham chiéu) trang, muc

tham chiéu)
A

"/

-
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S | Pactinhky |  Mb ta yéu cau chi tiét Panhgia |
| Khong nhy
Nhu yéu ciu (Co yéu ciu
Chure nang Hb trg cu hinh va van hanh & | vién dan (Khong vién
hoat dong ca Layer 2 va Layer 3 chuong, trang, ' dan chuong,
muc tham chiéu) trang, muc
B tham chiéu)
Dich vu bao hanh chinh hang | Nhu yéu cau Khong nhu
Bao hanh | tir nha san xudt toi thiéu 03 yéu cau
B nam. S
x N Dich vu hd trg k¥ thuat 24x7 | Nhu yéu cu Khong nhu
Ho tro ky . i - . A, L Ke o
thuat 1.11' (xzhmh hfmg san xuat toi yéu cau
| |thicu 03 ndm.
I1 | Phin mém
1 | Phin mém 4o héa may chi . _{
' Nhu yéu cau Nha thau
M3 hiéu Nha thau khai bao khong khai
|bdbo
Nhu yéu cu Nha thau
Nha san xudt | Nha thau khai bao khong khai
e baio
Béan quyén phan mém 4o hoa A
may chi t6i thiéu 03 niam | Nhu yéu ciu KAh one nlgu
D cho toan bo sé CPU cia | (C6 vién dan yeu - cdu
Ban quyén . . (Khong vién
phﬁn mém h?ln% lT‘ll._,lC ,1'2' }A\/Iay ‘Achu vvat chuong, trang, din chwong,
ly dé cai dat phan mém quan | muc tham
e . X oK trang, muc
ly tap trung tai MCC va | chitu) tham chiéu)
) BCC dau tu theo dy 4n nay;
Bao hanh va | Dich vu bao hanh va hd trg k§ | Nhu yéu ciu | Khong nhu
dich vu hd | thudt 24/7 chinh hang ti thiéu yéu cau
tro ' 03 nam.
2 Phi’invmém Zero Trust phuc vu phian ving
| va kiém soat phin ving mang )
Nhu yéu ciu Nha thiu
M4 hiéu Nka thiu khai bao khong khai
- bao
Nhu yéu cau Nha thau
Nha san xuat | Nha thau khai bao khong khai
béo
Khong nhu
Giai phap truy cédp an toan Nhu yéu ciu (C6 yéu cau
Ticu chuin phai tuan thu tai liéu dic ta vién dan (Khong vién
mo hinh ZTNA cida NIST SP | chuong, trang, dan chuong,
800-207 hodc twong duong | muc tham chiéu) trang, muc
. tham chiéu)
So lwong > 125 Licenses Nhur yéu cau (C6 Khong nhu
| license | vién dan I vén can
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Pic tinh ky | M@ té yéu clu chi tiét ) Dg'mh_ gia =
| chuong, trang, (Khéng vién
muc tham chiéu) dan chuong,
trang, muc
| ) tham chiéu)
Khoéng nhu
‘ Tat ca cac giao tiep gilta cac | Nhu y€u cau (Co | yéu cau
M hoa thanh phan hé thong phai vién dan (Khong vi¢n
duge ma hoa bang AES 256- | chuong, trang, dan chuong,
bit hodc trong duong. muc tham chiéu) trang, muc
- tham chiéu) |
Thuc hién kiém tra trang thai Khéng  nhu
thiét bi cia ngudi ding cubi & " . A
o2 | Nhu yéu cau (Co yéu cau
Kiém tra | trude khi cho phép két ndi dén | ., x . A
. vién dan | (Khong  vién
trang thai | tai nguyén h¢ théng duoc bao x
N chuong, trang, | dan  chuong,
thiét bi vé (chang han nhu loai thiét | = £ N
muc tham chicu) trang, muc
bi, phién ban hé diéu hanh, tham chi éu)
dia chi IP, dia chi MAC)
Truy cap Khéng  nhu
VPN théng Co6 quyen truy cap dugc bao | Nhu yéu cau (Co yéu cau
qua nhiéu v€ 161 cac dich st dung nhiéu | vién dan (Khéng vién
giao thirc giao thitc mang TCP, UDP, | chuong, trang, dan chuong,
mang TLS/SSL. muc tham chiéu) trang, muc
I tham chiéu)
Khong  nhu
Nhu yéu cau (Co yéu cau
Tinh ndng ty dong két noi lai | vién dan (Khéng vién
VPN | chvong, trang, dan  chuong,
muc tham chiéu) trang, muc
tham chiéu)
Khéng  nhu
Nhu yéu cau (Co yéu cau
Tinh nang Split Tunneling ha ek (I§hong vien
chuong, trang, dan chuong,
muc tham chi€u) trang, muc
| ] tham chiéu)
Khéng nhu
Cung cép quyen kiém soat N}Alu e &0 yeucau
vién dan (Khong vién
Agentless gitta cac thiét bi ma khéng cén x
cai diit agent chuong, trang, dan chuong,
' muc tham chicu) trang, muc
) - | tham chi€u)
Tuan tha kién trac Zero Trust, Nhur yéu cdu (Cé Khoéng nhu
| mdc dinh chan toan bo kétndi | L1 yéu cau
Chan két n61 | dén va di inbound outbound chuone. tran (Khong vién
tai thiét bi, bao gdm ca kétndi | ° th%a’m ch%éu) dan chuong,
Internet. Chi mé két noi cho . trang, muc
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| Dic tinh ky

Mo ta yéu cau chi tiet

T

Ghi log dang

| truy cap
(duge  céap

hodc tir chdi)

cac policy da dugc khai béo.

nhép, quyén |

- Ghi log ddng nhép ctia ngudi
ding vao hé théng theo tai
khoan dinh danh ngudi dung.
- Ghi log tir chéi truy cdp vao
hé théng theo tai khoan dinh
danh nguoi dung

Danh gia
Nhu yéu cau (Co
vién dan
chuong, trang,

muc tham chiéu)

| tham chiéu)

tham chi_éu)

Khong nhu
yeu cau
(Khong  vién
dan  chuong,
trang, muc

z z N Khﬁn T
- Xac thyuc da y€u to truy cap Nhur yéu cdu (Cé cu & Ig;g
Xac thue da | cho quan tri hé théng ZTNA. | 0¥ - yeu -d
£ £ S Lz ~ | vién dan (Khong  vién
yéu td truy |- Xéc thuc da yéu 10 truy cap x
A ' * = . .+ .. | chuong, trang, dan chuong,
cap clia nguoi dung cudi vao hé &
théng muc tham chiéu) trang,  muc
) tham chiéu) |
Khong nh |
; ’ 4 D . K .
QAuan’ ly t,r“y c’ap d(){lg qua | Nhu yéu cau (Co | yéu cau
1 trén cac chinh sach: thoi gian, | ., x A A
Quan ly truy | . o .3 .. ~ vién dan (Khong  vién
N an hé di€u hanh, cling nhu cho %
cap dong o A s , 2 | chuong, trang, dan chuong,
phép cau hinh cac tham s6 £ :
na muc tham chiéu) trang, muc
Y ) tham chiéu)
Khong nhu
HO trg phan quyén quan tri | Nhu yéu cau (Co yéu cau
o AE vién theo vai trd, moi quan tri | vién dan (Khdong  vién
Quan trj , \ 7 e %
chi dugc xem/quan li do6i | chuong, trang, dan chuong,
tugng dugce phép muc tham chiéu) trang, muc
tham chiéu) |
Khoéng  nhu
Nhu yéu cau (Co yéu cau |
Cau hinh va | Co6 kha néng cau hinh va quan | vién dan (Khéng  vién
quan ly ly théng qua 1énh goi API chuong, trang, dan chuong,
muc tham chiéu) trang, muc
| | | tham chiéu)
Két hop véi Co l?ha nang tich h\(_)rp va kle’m Khong nhu
il tra tinh trang an toan cua may A A . —
caccongey | e (endpoint) thén Nhur yéu cau (Co yéucau
khéc trén EUo1 ung POIY MONE | yian dan (Khdng vién
B qua céc cong cu bao mét co x
thiét bi cua S A At chuong, trang, dan chuong,
N san trén thiét bi (nhu i
nguoi dung muc tham chicu) trang, muc
cubi Kaspersky, Defender, tham chiéu) |
CrowdStrike...) ] B |
Khong nhu
Nhu yéu cau (Co yéu cau
Xac thuc qua | Giai phap phai xac thuc qua vién dan (Khong vién
AD AD chuong, trang, dan chuong,
muc tham chiéu) trang, muc
tham chiéu)
KAha nang mo | ~oypa AAREMETInG NlAuI yéu cau (Co KPong nhu
rong vién dan yéu cau
v\ ‘f . ’
e
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'S | Pactinhky | M@ ta yéu ciu chi tiét Panh gia el
' chuong, trang, l (Khoéng vién
muc tham chiéu) dan chuong,
trang, muc
I - tham chiéu)
5 e e Khon
Thanh phéan quan tri cua giai I A LOng e
Y ‘2 . Nhu yéu cau (Co yéu cau
phép c6 thé duogc trién khai A % A o n
Jx . . ‘o n N - vién dan (Khong vi¢n
Trién khai hoan toan trén nhitng nén tang x
. 1 chuong, trang, dan chuong,
| ao hoa: VMWare, Hyper-V, ~X
| muc tham chiéu) trang, muc
V.V o
tham chiéu)
A I I < .2 th)l’l
Ban quyén c6 gia tri toi thi€u R . | <a g o
N . z. | Nhu yéu cau (Co yéu cau
. , | 03 nam. Trong truong hop hét | ..~ “x : =
Thoi han ban ) =k vién dan (Khoéng vién
! han license h¢ thong hoat x
quyén : ) . o chuong, trang, dan chuong,
dong binh thuong véi tinh ¥ c ,
| | hdne bi 0isi han muc tham chiécu) trang, muc
| g0 e . tham chiéu)
. M 14 s ~ /’\ ~ }‘\ Kh/\
Dich vu dénh D\;ch vy danh gla;l?e tblong Nhu yéu cau | Ong nhu
A hang nam trong toi thicu 03 yéu cau
giad hé thong <
nam.
Dich vu bdo | Dich vu bao hanh va ho trg Nhu yéu cau Khong nhu
hanh va ho k¥ thuat chinh hang 24x7 t6i yéu ciu
trg k¥ thuat | thi€u 03 ndm.
3 Bin quyén phan mém Zero Trust cho
ngudi dung va quan tri vién
Cung nha san xuat cia Phan | Nhu yéu céu Khong nhu
Nha san xuat rr{em Z‘ero. }“rust PhucAvu l?han y€u ciu
vung va kiém soat phan vung
mang
Khong nhu
Nhu yéu cau (Co yéu céu
So lugng ban | > 28 License, ho trg quan ly vién dan (Khong vién
quyén két n6i cho nguoi dung thiet chuong, trang, dan chuong,
bi két noi ZTNA va thiét bi muc tham chicu) trang, muc
| trung tdm ZTNA | tham chiéu)
C6 kha nang duogc cai dat Khong nhu
thong qua cac phuong phdp | Nhu yéu cau (Co yéu cau
A A phéan phéi phan mém thong vién dan (Khong vién
Yeéu cdu sk X -
dung nhu tai xudng tur chuong, trang, dan chuong,
Internet, Apple store, Google | muc tham chi¢u) trang, muc
) play. ' tham chiéu)
Ban quyén c6 gié trj t6i thiéu | Nhu yéu cau Khong nhu
Thfi han béan 03 nam. TronAg trl;xcrng hop hét yéu clu
uvén han license hé¢ thong hoat .
quy dong binh thudng véi tinh
B nang bi gidi han. - _
Dich vu danh | Dich vu danh gia hé thong Nhu véu cau Khéng nhu
P

)
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| S | Pactinhky | M3 ta ydu ciu chi tiét Panh gia =
gid hé thong | hang nam trong t6i thiéu 03 yéucan
|__ | — | nam. — —
Dich vubdo | Dich vu bao hanh va ho trg Nhu yéu cau | Khong nhu .
hanh va ho k¥ thuat chinh hang 24x7 t6i yéu cau
tro k¥ thuét thiéu 03 nam. S
III Géi trién khai, dao tao bao gdm

Trién khai

| Tridn khai thuyc hién dy an

theo dang chia khoa trao tay
“turn key"

Trién khai lép dat, cai dat, cdu
hinh, tich hop toan bd cac
thict bi cua dy an

Co van ban cam
két dap ung cua
Nha thau kém
theo hé so du
thau.

Co6 vian ban cam
két dap ung cua
Nha thau kém
theo hd so du
thau.

Trién khai cai dat, céu hinh,
tich hgp cic hé théng hién
hitu c6 lién quan dé van hanh
theo m6 hinh MCC — BCC -
OCC - TBA

HS tro xdy dyng chinh sach

bao mat va phan quyén truy
nhdp mang theo dung chu
trerong cia EVN, so dd td
chirc cua EVNSPC va cai dat
hé théng theo chinh sach da
xdy dung.

Xay dung

quy trinh

Co6 van ban cam
két dap ung cua
Nha thiu kém
theo hd so du
thau.

Co6 van ban cam
két dap tmg cia
Nha thau kém
theo hd so dy
thau.

Khéng ¢6 vin
ban cam két
dap ung cua
Nha thdu kém
theo hd so du
thdu.
Khong c¢6 vin
ban cam két
dap ung cua
Nha thau kém
theo hd so du
thau.

Khong c6 van
ban cam két
dap ung cua
Nha thiu kém
theo hd so du
thiu.

Khoéng ¢6 vin
ban cam két
dap ung cua
Nha thiu kém
theo hd so du
thau.

X4y dung quy trinh van hanh
MCC - BCC - OCC - TBA
cho hé thong

Co6 van ban cam
két dap tng cla
Nha thiu kém
theo hd so du
thau.

Khong c6 vin
ban cam két
dap ung cua
Nha thdu kém
theo hd so duy |
thau.

Xay dung quy trinh van hanh
sao luu, phuc hoi va tmg ciru
h¢ thong

Co van ban cam
két dap tng cla
Nha thdu kém
theo hd so du
thau.

Khoéng c6 van
ban cam két
dap ung cua
Nha thau kém
theo hd so du
thau.

Kiém tra
neghiém thu

Ki¢m tra nghiém thu du 4n va
moO hinh van hanh MCC -

Co6 van ban cam
két dap rng cua

Khong c¢6 van
ban cam két
7
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| Dic tinh ky

Vit tu phu
kién

| Pao tao

| dinh cua EVNSPC.

Mo ta yéu ciu chi tiét

DPanh gia

BCC - OCC - TBA

| Cung cép (jéy du cac vat tu,
phu kién dé triéq khai lap dat
hoan chinh h¢ thong

Pao tao hudng din sir dung
va chuyén giao céng nghé,
thoi gian dao tao tdi thidu 05
ngdy cho 10 ngudi, dia diém |
dao tao trong nudc theo chi

' theo hd so du

Nha thau kém |
theo hdo so du
thau.

dap ung cua
Nha thau kém
theo hd so dy
thiu.

Co6 vién ban cam
két dap ung cia
Nha thdu kém
theo hd so du
thau.

Khéng c¢6 vin
ban cam két
dép ung cla

| Nha thiu kém

theo ho so dy
thau.

C6 vian ban cam
két dap tng cla
Nha thau kém

thau.

Khdéng c¢6 van
ban cam két
dap ung cua
Nha thdu kém
theo hd so du
thau.




